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Anomayia. Bubuenns cpaxmy nopyuienns ingopmayiinoi besnexu ma ocobucmocmi nopyuinuka mae Beauxe
HaykoBe ma npakmute snavenns. 3 yux no3uyii, gpopmarisayis napamempib, axi moxyms 6ymu Gukopucmani 045
idenmudpixayii nopyuiHuki6, € akmyasvtor Haykoborw 3adauero. Uimke Busnauenna nobHoi MHOKUHU napamempib
dosBorums nidBunyumu epexmubricmy npeBenmubrux 3axodi6 ma cucmem 3axucmy. B pobomi sanpononobana
Mo0eas  emanonif  aineBicmuunux 3MiHHUX, oOpieHmobana Ha NobYy0oBy cucmemu BuabrenHa NOpYWIHUKA
(6mopenenns). aa Busbrenna nopywnuki6 Bukopucmobyemvcs pad xocmobux ma Mepexebux napamempio,
Oivtuicms 3 Akux mawoms Heuimxy npupody. Ha ocnobi npoBederoeo excnepumerniny nodyoobani modei emaroHib
yux napamempif 3 BuxopucmannAM Hewimkux uuced. Ompumani pesysvmamu Moxyms 0ymu basucom 04
nobydobu cucmemu Busabrenns Bmoperens Ha ocHOBi mexHoao2ii honeypot.

KatouoBi caoBa: nopywnux  ingpopmayinnoi  besnexu,

cucmema  Busabaenns nopyuiHuxa, napamempu,

idenmudpixayis, AineBicmuuni SMiHHI, Heuimka A0eiKa, emalonHy napamempio.

Berym. PossuTok iHdoOpMalitHMX TeXHOJIOTi
TIOPOIKYy€e HOBi BUAM 3arpo3 iHdopMarivmHin Oesmerti,
ceper, fAKMX UlUIbHe Miclle IIOCiTa€ BTOPrHEHH:
HOPYIIHMKAa B KOMII'TOTepHi cucTemyu Ta Mepexi. [Iis
edpexkTMBHOI TPOTMAIl Wit 3arposi Po3poOIIAIOTH
cucreMn BusiBleHHs nopymHuka (CBIT), saxi paroTs
3MOry BusBUTU (aKT BTOPTHEHHA B  CUCTEMY
MHOpPYIIHMKA Ta ifeHTndiKyBaT 110T0.

Y mpoueci aTaky DOPYILIHMK, JiF04M Ha CUCTEMY,
3MIiHIOE TIeBHi I TapaMeTpy, CTBOPIOE abo0 IIPUIMHSE
BJIacTUBi 171 mporecn Tomo. Bei mi il BimoOpajkatoTsest
Ha craHi cucremn. OLiHIOIOUM I1Ii apaMeTpyu MOXHa
MpOBeCTM BUSBJIEHHSI (PAKTy BTOPIHEHHS B CUCTEMY.
Came Ha TakOMy IIPWHIIAIN IPYHTYETbCI poboTa
cyuacHux CBII. Tak cucrema NIDES Bukonye aynwur
TaKMX IIPOIeCiB 5K BXiIl y cucTeMy, pobota 3 darutamu
Ta TIpoIlecaMy, aJMiHiCTpyBaHHA Ta iKcallisl TOMWIOK
Ta 300iB. Y pobori [1] ommcaHi mapameTpw, 3a SKMMU
3IiVICHIOETBCS imerTUdiKaItis HOPYLIHVKA
pospobimoBaHOIO cycTeMoro. [lo HUX BigHOCATBCS: IMm'st
KopuctyBaua npu Bxopi, UID; Yac Bxomy B cucreMmy,
Tlog; Yacrora sammTiB Ha BXim y cucremy, Nlog; Yac
3aTpayeHMV Ha BXim B cucremy, TSlog, IHTeHCMBHICTB
nint, I; TIportecopamit dac/3aBaHTaXkeHIiCTh IpoIiecopa,
CPU; O0'eM 3aBaHTaXkeHOI oIlepaTWBHOI Iam'sti, Muse;
KinpkicTs BUKOHYBaHMX darviis, NEF; T
BUKOPUCTOBYBaHMX dawtis npwm aTary, AtEF; KimpkicTs
3001B Ta IIOMWJIOK, NEr; Yac BUKOHaHHS
nporecy/daria, RTPr/F; Hesmactusi mporiecu, UPr;
Ilepenaua dawry B cucremy, TrFin; 3miHa daruiis,
ModF, xomitoBaHH:/TIepefada dartis 3 cucremmu, TrFout;
Hatucnenns xasim xiasiatypmu, KS - xocrosi
HapamMeTpyu Ta psj, MepeXeBUX IlapaMeTpiB -
xapaxTtepuctuku ARP-, IP-, ICMP- ta TCP-naxeTis.

OckijIbKM TIpollec BUSIBJIEHHS Ta ifgeHTuMdiKarril
MOPYIIHMKA BifOyBa€eThcs B yMOBaxX HeBU3HA4YeHOCTi, a
psn HaBemeHux napamerpis CBIl HocsaTe HewiTKuM
xapakTep, TO (QYHKI[IOHyBaHHsS TaKOi CHUCTeMM Mae
TPYHTYBaTMCh Ha HewiTKim sorimi. s imeHTmdikarii

HOpyIIHMKAa  MOXHA  BUKOPWUCTOBYBaTM  JIOTIKO-
THHTBICTMYHMI TIIXig i 6a30By Mofens ITapaMeTpiB,
vacTKoBo ommcaHy B [1], sxi w OymyTe OCHOBOIO
nobymosu pospobmosanoi CBIl. Hampuxitapm, s
BUSBJIEHHS IIPOLleCy CKaHyBaHHS IIOPTiB B poboTax [2,
3] BuKOpuCTOBYIOTBCS  JIiHTBicTMHHI  3MmiHi  (JI3)
"KinbkicTes BipTyanbHUX KaHajiis" Ta "Bik BipTyaybHmx
KaHa1B", a B poboti [4] JI3 "KiekicT omHOUACHMX
IMOKTIOYeHb ', "HIBMaKicTh 00pobxm 3armTiB",
"3arpuMka Mk 3anmramu' Ta "KiIbkicTh IlakeTiB 3
OIIHAKOBMM aJlpecoM BifllpaBHMKa Ta ofepxysaua' -
mst BuseieHHst DDOS-artak Ta crry inTy.

ITponec BUSIBJIEHHSI Ta inenTHdiKarii
TOpYITHMKA  BUMMara€  BW3Ha4UeHHS  HeoOXimHVIX
napaMmerpiB i 1ix BiIacTuMBOCTell. B 3B'asky 3 IuM
OCHOBHOIO METOIO HaHOi poboTu € mobyroBa Moperen
eTaJIOHIB apaMeTpis, HeoOximHmIX TIsT
dyskuionysannss CBII B HeuiTko BMU3HaueHOMY,
crmabodpopmartizoBaHOMY CepeTOBIIIL.

OcHoBHa  4acrmHa.  PosmisiHemo — Metop,
JHHTBICTMYHIMX TePMiB 3 BUKOPVCTAaHHAM CTaTUCTUYHIX
maanx (MJITC) [5,6], me B sIKOCTi Mipw HajeXHOCTi
ejleMeHTa MHOXMHI IPUNMMAETbCS OLiHKa YacTOTHU
BUKOPWCTAaHHA IIOHATTS, $Ke 3afa€ThCid HEeYiTKOIO
MHOXXVHOIO [IJI1 XapaKTepUCTUKN ejleMeHTa. [IJ1g 11boro
Ha yHiBepcaybHir mkai [0;1] po3MirmyoTbest 3HaUeHHS
minrBicTiaHOl 3MiHHOI (JI3) X={x1, X2, . . ., Xn}. MeToOR
TPYHTY€ETbCS Ha TilI YMOBi, IO B KOXHUW iHTepBal
MIKaI TOTPaIvIsie OfHaKOBa KUIBKICTh eKCIIepUMEeHTIB,
ajle Ha PaKTHUIIi 1IbOTO, SIK IIPaBWUJIO, He TOTPUMYIOThCS.
VY peartbHMX yMOBax CKJTa/Ia€ThCs eMITipydHa TabauIs, B
AKiVl eKCIlepVMeHTM MOXYTb OyTu HepiBHOMipHO
posmnonineHi 3a iHTepBastamn. [eski 3 HUX MOXYTb OyTu
B3arayi He 3amisHi, Tomi mHaHi 0OpoOITIOTE 3a
JIOTIIOMOTOI0 MaTPWIIi ITiKa3oK [6].

Hexain HeoOximHO oIfiHMTM B 3HaueHHax JI3
BimxwrenHa mnapamerpa ABe[0, B] (B - makcumasHO
MOXJIVIBE BiIXVWJIeHH:), SKe XapaKTepusye ITOTOYHi
BuMipn. Hai st n = 5 BusHaumMo 3HaveHHs J13 {x1, X2,



x3, x4, x5}. Imureppan [0, B] i AB/B (omiHroBaHe
BiHOIIeHHS) po3aiteHi Ha k BimpiskiB (Hanpwmxiiaz, 5),
o AKMMM 30MpaeThCs CTaTVCTVKA, IO XapaKTepusye
YacTOTy BUKOPWCTAHHS eKCIepToM 3HaueHHs JI3 mis
BifoOpakeHHs CBOIX BMCHOBKIB. [lasi maHi 3aHOCATE y
Tabrmmio i oOpoOsroTbes  Tak, ImIo0 3MeHIIUTH
oxuOKM, BHECeHi B IIPOIleci eKCIIepUMeHTY: 3 TabyiIr
BUIJAJISIIOTHECS OKpeMi eJIeMeHTH, IIO JIiBy CTOPOHY i II0
IIpaBy CTOPOHY Bill IKVX Y PAAKY CTOSTh HyJIi. MaTpurisa
MigKa3oK sBiIE  cOOOI0  PSAOOK, eJIeMeHTW  SIKOI
00YMCITIOITE 3a (POPMYIIOIO

n S PR
k, :Zl:bij => b, j=L5. 1)
i= i=1
Haoti B OTPVIMAHOMY pAnKy MaTpuLi
BUOMpaeTbCs MaKCUMaIbHWMV eeMeHT K . =maxKk;, i

oTiM BCi  elleMeHTM TaOJIMIII ITepeTBOPIOIOTBCS  3a
BUPa3oM

c; =bk,./k, i=1,5j=1,5, )
a JyIs CTOBMILB, 1ie K; =0 3acTOCOByeThCs JIiHiviHA
ampokeuMartist  ¢; = (G, + ¢;,,)/2, i= 1,5j=1,5. Hari
obumcmoeTbest 3HaueHHsA DI 3a popmyrtoro
My = Cy; /Cinax 7
A€ Cipax = m?XCija i= 17757_] =1,5. ©)

B ommcaHomy MeTosi BMKOPMCTOBYIOTHCS IaHi
CTATUCTMYHUX  IOCT/DKeHb. Ix  obpobka  mocuThb
TPYIOMICTKA, OCKUTBKM It 1oOymoBu — yHKIIi
npvHanexHocti  (PIT) omHOro TepMmy  mOTpiOHO
OPOBOAWUTM CTATUCTWYHI [OCIIKEeHHSI BCiX TepMiB
J13 [5].

IToGymyemMo Momenb eTasIoHIiB  JHHTBICTYIHIX
3MIHHMX [UIS HeUYiTKMX IIapaMeTpiB imeHTudikarii
HOpYIIHMKa 3 MHOXMHM IIapaMeTpiB, BU3HA4YeHUX B
pobori [1].

Yac Bxomy B cucremy, Tlog. [lanum mapamerp
3aCHOBaHUV Ha ToMy, 1o akTuBHIcTh IC i KopucTyBauis
VX CHCTEM 3aJIeXUTh Bifl dacy moow. 3asBudari Oiibia
aKTUBHICTh KOPWCTyBauiB IIOJAO0 BXOAY B CUCTEMY
BUSIBIISIETHCS. B JIEHHWUII Yac, MeHINla - B HIYHWUM, ajie
MO>UIVBA iHIIIa CTAaTUCTHKA, SIKa BM3HAYAEThCS PEXKMMOM
poboTit opramisariii, mo sxmx Hatexars IC. ITpupoma
bOr0  MapaMeTpa HedYiTKa, apke  HEeMOXJIVBO
OMHO3HAYHO 3pOOWUTM BUCHOBOK IIPO HeJIeraJbHy
aKTMBHICTb NMOPyINHMKa. Tak B OpraHisallisx 3 4acom
poborn 3 08.00 mo 16.00 imoBipHicTE TOrO, IO
KOpWUCTyBa4, SKWV aBTOPU3YBaBCd, - MOPYIIHMK
HamHwk4ya B 08.00 i 3 wacom 3pocTae, mocsiraroum
MakcuMmyMy B roguHM micrd  16.00. OmHak, o
BiMiTITH, IITO B KoOHIIemIii honeypot-TexHosorin 1ev
MapaMeTp [eIo BTpadae CBOIO Bary, TakK SIK Oymb-sKa
AKTMBHICTh Ha HMX BBAXXAETHCA 3TTIOBMVCHOIO.

OrmiamMmo JI3 "PiBeHpb JieritmMHOCTI 3a yacoM'.
BusHaumMo 3HauYeHHS JIHTBICTMYHOI 3MIHHOT {X1, X2, X3},
jiife} BIIIIOBIHAIOTH {rreriTrmEmIA, oino3pismm,
Hesteritumamia}. TooTo

3
T - : — N~ . .
Thog = HT Tiog = { meritumuui, migo3pimui, HenerituMumii |,

Buxopwucraemo cratuctuky 3a B=24 rogumu. IouiabHO
3araJibHMV  iHTepBa)l po3dmt Ha 4 iHTepBaM
[00:00;06:00], [06:00;12:00], [12:00;18:00], [18:00,24:00].

Hani s J13 Tlog TabGa 1
3uauenns J13 Turepsan
Nel No2 Ne3 No4
Bucoxuin 0 8 6 1
Cepennin 2 1 2 3
Hwusbkmin 6 1 1 4

3a  IOmOMOTOIO BU3HAYIMO

Bupaszy (1)

k;=[81098], me Kmax 10, i simgmosimHO 510 (2)
o0umCIMMO:
0 8 6,66 1,25
legl[=[l 2.5 1 2,22 3,75].

7,5 1 1,11 5
O6uncvo PIT 3a popmyroro (3):
0 1 083 0,16
= 0,66 0,26 0,59 1
1 013 0,15 0,66

H/‘ii

3
s U,uij BIZIIIOBITHO 3HAXOAMMO  OIL[HOYHI
i=1l

3

BimHomenus: |J/JIB,/B = {0,25; 0,5;0,75; 1} i oTpuMyeMO
i=1

HacTyIIHi HeuiTKi umcia:

H={0/0,25; 1/0,5; 0,83/0,75; 0,16/1},
H:{0,66/0,25; 0,26/0,5; 0,59/0,75; 1/1} ,

H={1/0,25; 0,13/0,5; 0,15/0,75; 0,66/1} .

I'pacpix PIT Tepmis JI3 Yac Bxomy B cucremy
nokasaHuy Ha puc. 1.

1,2

1

ABB
Puic. 1. JIHIBiCTUYHI eTaJIOHM HEUITKMX YMCeJT [IJIsI Tlog

Yacrora sammTiB Ha Bxim y cucremy, Nlog.
3po3yMiJIo, 110 HaVBMIIIAa YacTOTa 3aIlMTiB Ha BXim Oyre
BigMidaTHMCd HOpuM aTaKax CUCTeMM OoTaMM (30KpeMa
GoTaMM-37IOMITIKAMH, TaK SIK CllaMepy He II0TpeOyIoTh
BXOly B cucremy). IlopymHuk-monmHa  TeX
BiJI3HAYAE€THCS TTIBUIIIEHOIO YacTOTOIO 3aIInTiB
BHACJIIIOK HaMaraHHsS OOIMITM 3aXMCT i TeOpeTMYHOro
OPUITYIIEeHHS 110 BiH He BOJIOAi€ JIETITMMHVM JIOTiHOM
Ta MaposieM, TOMy Oyze 3MyIIIeHUV POOUTH SIK MiHIMyM
TexinpKa crpob. IIpyaoMy umm Ginmeitie umcio crrpob,
TM Ginbmra TiMoBipHicTe mo B IC AivicHo HamaraeTbes
BBiMITM HOPYIIHMK. 3p03yMiJIo, 10 1erl IIapaMeTp TeX €
HEUYITKVIM.

Oninmmo JI3 "Yacrora s3ammuTiB Ha BXig y
cucremy". BusHaumMo 3HaueHHS JIHTBICTMYHOI 3MiHHOL
{x1, xo, X3, X4, X5 }, MO BimIOBiMatOTh {HM3bKa, HVDKYE
CeperHbOl, CepelHs, BUIlle cepenHboi, Bucoka). TobTo



5
_ ; B .
TNlog = i7]T Niog = { HU3bKa, HI)KYE CepeaHbOI, CepeIHs,

BUILE CEPE/HBOI, BUCOKA |.

YacroTa 3anmuTiB Ha BXif y CHCTeMYy 3BUYAIHOIO
KOpucTyBada 3a3BuM4ail MiHiMaJIbHa  (HamJacTile
JIETITUMHWI KOPUCTyBad BBOOUTH JIOTIH i IIapOJIb OAMH
pas), a cy4acHi mporpamu i migbopy HaposiiB 3maTHI
nepebpatnt 5310986 mapomis/c [7]. Ilpore mma
BU3HaUYeHHs TepMmis fganoi JI3 Oyme mocTaTHBO
obMmexutncy 3HauveHHsiMm B=100 3ammTiB/c, ake
JIONIVHA He 37laTHa ITPOVTY IIPOLIeNy Py ayTeHTudiKarmii
Ouemre 10-15 pas 3a xBwmHy. [lOIIBHO 3arajTbHMI
intepBan posdourtn Ha 5 imTepsarm [0;1], [1;10], [10;40],
[40;80], [80;100].

Hani myisi J13 Nlog TaGmms 2
Suauenss J13 i
Nel | Ne2 | Ne3 Ne4 Nob
Huispka 8 0 0 0 0
Hyokue ceperrpoi 5 2 0 0 0
Cepenns 1 6 4 0 0
Buiiie cepenrHboi 0 2 8 1 0
Buicoka 0 0 1 6 6
3a  pmomomoroio  Bupasy (1)  BU3HaUMMO

ki=[14 10 13 7 6

, Ite Kmax = 14, 1 Bimnosimso 10 (2)

o0umCIMMO:
8 0 0 0 0
5 28 0 0 0
cill=1 84 431 0 0
0 28 862 2 0

0 0 108 12

—
()

O6uncivo PIT 3a popmyroro (3):

1 0 0 0 0
1 05 0 0 0
|| =Jo.12 1 051 0 0.
0 032 1 0,23 0
0 0 0,07 0,75 1
5
st Hy BIIIIOBIJTHO  3HAXOOMMO  OIIIHOYHI
i=1
5
BiTHOITIEHHS UJB,/B= {0,0l; 0,1;0,4;0.,8; 1} i
i=1

OTPMMYEMO HaCTYyIIHi HEeUiTKi umciia:
H={1/0,01; 0/0,1; 0/0,4; 0/0,8; 0/1},
HC:{I/0,0I; 0,56/0,1; 0/0,4; 0/0,8; 0/1},
C:{0,12/0,01; 1/0,1; 0,51/0,4; 0/0,8; 0/1},
BC={0/0,01; 0,32/0,1; 1/0,4; 0,23/0,8; 0/1},
B:{O/0,0l; 0/0,1; 0,07/0,4; 0,75/0,8; 1/1}.

I'padix PIT repmis JI3 HacroTa 3anmTis Ha BXif, y
CyICTeMy TTOKa3aHWUIiT Ha puc. 2.

1,2

1

0.8

p 06 —8— HC
0.4

0,2
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Puc. 2. JTiHrBicTMYHI €TaIOHM HEYiTKMX
umicent gyt Nlog

Yac saTpaveHmnt Ha BXim B cucremy, TSlog.
ITapamMeTp, KMt TiCHO IIOB's3aHMM 3 HomepenHiM. Yac,
3aTpadeHMV TIOPYIITHMKOM, Y OiTBITIOCTI BMIazKiB
QNS 1817171 3a yac, 3aTpaveHnin JIETITUMHUM
KopucTyBaueM. Ajie BiH € HEUITKMM, OCKUIbKM He Jae
3MOI'M IIPOBECTV OJHO3HAUHY ineHTHUiKallifo.

Oninmmo JI3 "Yac s3aTpaueHuMm Ha BXin B
cucreMy". BusHaumMo 3sHaYeHHs JIHTBICTMYHOI 3MiHHOL
{x1, X2, X3, X4, X5 }, 1110 BiIIIOBiTAIOTH {ITy>ke MasIvvi, MajIuvL,
cepenHiv,  BeMKMM,  AyXe  Bermmkuiil.  ToGTo

5
i ” . .
R HT Slog = { Ay>Ke Malnui, Malluil, CEpEIaHIN,

BEJIMKUM, Yy>KE€ BEIUKHUI }

Jleritmmuuy xopucrysau y IC, saxwuineHin maposieM,
BUTpavae Ha imeHTM@iIKalio Bill IeKUIbKOX ceKyH, A0
IOEeKIJIbKOX  XBWJIVH. Hatomicte  3arpatm  wacy
HeJIETITUMHMX KOPUCTYyBadiB Ha 3/1aM [apoJIbHOL
cucTeMy TIOPiBHSAHO BelmKi. Tak cydacHi cucremn
migbopy MHaposiiB A 371aMy 8-CMMBOJIBHOTO IIapOJIo,
IO CKJIafjaeThcsd 3 KOMOiHamii Oyks, 1mudp Ta
crieTtiaTbHMX 3HaKiB, BUTpadaioTh /10 61 mobu [7]. Tomy
BisbMeMo 3HaueHHsIM B=60 1i6 = 5184000 c,. [doriibHO
3araybHUY iHTepBan po3dwuru Ha 5 inTepsam [0 ¢; 30 c],
[30 c; 5 xB], [5 xB; 1 roz), [1 rom; 1 moba], [1 moba; 60 11i0].

Hami gyt J13 TSlog Tabmmrs 3
3nauenns JI3 lrrrepsat
Nol No2 Ne3 No4 | No5

Ty ke MasTmit 9 3 0 0 0
Masmmt 5 10 1 0 0
Cepennin 1 7 5 0 0
Bervkmin 0 1 2 9 2
Fyxe 0 0 1 6 | 9
BEeJTVIKVIT

3a  pmomomoroio  Bupasy (1)  BusHaUMMO

kj=[14 21 9 15 11

(2) obumcrIIMO:

, e kmax = 21, i BimmoBigHO 1O

13,5 3 0 0 0
7,5 10 2,33 0 0
les|=[1s 7 167 0 0
0 1 467 12,6 3,82
0 0 233 84 1718
O6uncvo PIT 3a popmyroro (3):



1 022 0 0 0
075 1 023 0 0

e =013 0.6 1 0 0
0 008 037 1 03

0 0 014 049 1

s gyij BIZITIOBITHO 3HAXOOVMMO OI[HOYHI
BiJTHOITIEHHSI 7
QJIBi/Bz{S,79-10’6; 5,79-107%; 6,94-107; 0,02; 1 } i
(‘):I‘pVIMyeMO HAaCTYIHi HeuiTKi umciia:
JIMz{ 1/5,79-10°%; 0,22/5,79-107%; 0/6,94-107*; 0/0,02; 0/1 },
M={0,75/5,79-10; 1/5,79-10"*; 0,23/6,94-10"*; 0/0,02; 0/1 },
C=
0/5,79-10°%; 0,08/5,79-10; 0,37/6,94-107*; 1/0,02; 0,3/1

s

J
j
0,13/5,79-10°; 0,6/5,79-10°; 1/6,94-10™; 0/0,02; 0/1 },
j
}

B=
JIB:{ 0/5,79-10°°; 0/5,79-107°; 0,14/6,94-107; 0,49/0,02; 1/1 }.

I'pacpix PIT Tepmis JI3 mokasanmit Ha puc. 3.
1.2

0,8
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Puc. 3. JTiHrBicTMYHI €TaIOHM HEYiTKMX
uvicert myist TSlog

InTencusnicTe mint, I. TyT posyMieTbesl KiJIbKiCTh
Oynmb-sKMx [ii KOpuCTyBada, IO BKJIIOYAIOTH B cebe
BXim/BuXim 3 cucTeMwm, Ilepermada, 3MiHa, KOIIIOBaHHS
daruiiB, 3amyck/IpWIVMHEHHS IIPOIeciB  TOINO, B
OIVIHMIIIO Yacy. IHTeHCMBHICTE MOXXe He Bifpi3HSATHCA B
HOPYIIHMKA-JIIOAVHM 1 B JIEITMMHOIO KOPWUCTyBaua,
omHaK y OOTiB BOHa 3HAYHO BWINla, TOMY HaVOiTBII
CyTTeBa 1A imeHTHdIKaIil Ta po3MeXyBaHHS KaTeropin
monuHa-00T. Xoua 3HaUHe epeBUIIIeHHS HOPMU BKa3ye
Ha AisUIbHICTh HeaBTOPM30BaHMX aBTOMaTUUHMX CHCTeM-
nopymHMKiB (00TiB), mpoTe I - HewiTKMIT mapameTp,
OCKIJTBKU HOpPMaJIbHY BeJINYVHY HOKa3HMKa
IHTeHCMBHOCTI BUSHAUMUTM JIy>Ke BaXXKO.

Oniummo JI3 " InrencuBHicTs aivt ". BusHaummo
3HAuUeHHsI JHHTBICTMYHOI 3MiHHOT {X1, Xz, X3}, IO
BiAIIIOBiNAIOTE {HM3bKa, CepeIHs, BICOKa}.

5
Tobro T, = UT', = {Husbka, cepenns, Bucoka) .
i=1

InTencuBHICTE HiV 3BMYANHOL JIIOOVHU JTyXe
HU3bKa, 3asBudan ne Big 3 go 10 gim Ha XxBUwIMHY.
IHTeHCUBHICT X OOTIB B IecaTkm pasiB Ouibmma. s
TIOCITiKeHHsI BisbMeMoO BepxHIO Mexy y 100 miit/xs,
xouda y poOOTiB IleVl ITOKa3sHMK MOXke OyTu i OLIBIINIL
JomiIpHO 3araIbHUN iHTepBasl po3onTn Ha 4 iHTepBaM
[0;5], [5;10], [10;50], [50;100].

Hani s JI3 1 TabGrrrsa 4
3nauenHs J13 Tuepsa
Nel Neo2 Ne3 No4
[Hrispka 7 5 1 0
Cepennst 0 7 4 0
Bricoka 0 1 5 7
3a pmomomororo  Bupasy (1)  BusHauMMO
k;=[713107||, me kmax = 13, i Bimmosimeo 10 (2)
o6umCIIMMO:
13 5 L3 0
les]=]l 0 7 52 of.
0 1 65 13

O6uncimmo DIT 3a popmyroro (3):
1 038 01 0
lew|=ffo 1 074 of.
0 0,08 05 1

3
JItst U,uij BIJIIIOBIJTHO  3HAXOOMMO  OIIIHOYHI
izl

BiTHOIIIEHHS Q,HBi/Bz{0,0S; 0,1; 0,5; 1} i oTpuMyeMoO
HaCTyIHi Heqi;Ki qucia:

H:{I/0,0S; 0,38/0,1; 0,1/0,5; 0/1},

C:{O/0,0S; 1/0,1; 0,74/0,5; 0/1},

B={0/0,05; 0,08/0,1; 0,5/0,5; 1/1}.

I'padpix DIT Tepmis JI3 IHTeHCHUBHICTE [in
ToKa3zaHWM Ha puc. 4.
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Puc. 4. JTiHrBicTMYHI eTaJIOHM HeUiTKMX dycest a1 |

ITportecopHmit 4Yac/3aBaHTakeHICTh IIpollecopa,
CPU. OckitbKM KUIBKICTP aKTMBHMX IIpoOlleciB Ha
honeypot-crctemax wmycutes OyTy MiHIMaIBHOIO, TO
Oynb-sike 30UIBIIEHHS HaBaHTaXeHHS € O3HAKOIO
HisUIbHOCTI HOpyIIHMKa B cuctemi. B peampnux IC
IMOBIpHICTb TOro, IO aKTMBHICTh CIIpUYMHEHa came
HOPYIIHMKOM JIeHI0 HVDKYa, a, 3po3yMijio, HOpMaJlbHa
BeJIMUMHA IIPOLIeCOPHOro dacy Buma. IIpore went
napameTp BCe OITHO MO>KHa edeKTUBHO
BUKOPUCTOBYBaTH a1t imerTUdiKarTil dakry
MHOpYIIeHHs B CHCTeMax BusBleHHs BToprHeHs i CBIT
OckiIbKM OgHO3HAuYHY BiAIIOBiAb MPO MHOPYIIHMKA 3a
JaHMM IIapaMeTPOM JaTy HeMOXJIMBO, BIIEPIIy Yepry
Jepe3 MOXJIMBY HisUIbHICTB BipyciB, TO HPOLIECOPHMI
CPU - neuiTknuyt napamerp.

OninnMo J13 "TTporecopHmm
4Jac/3aBaHTaXXeHICTh Iporiecopa". BusHaumMo 3HaUeHHS



JHHTBICTMYHOT 3MIHHOT {X1, X2, X3}, IIIO BiIOBIIAIOTH
{Hm3bKa, cepenrs, Bucoka}. TobTo

3
Ty = UlT‘CPU = {HHaLKa, cepenHs, BI/ICOKa} .
iz

B HOpMmaibHUX yMOBax cepemHBOI eKCIUTyaTallil
noryxHocrenn IIK 1 mpwm BigcyTHOCTI  BIUIMBY
HOpYyWHMKIB un mKimmsoro I13 cepenHin moxasHMK
3aBaHTaXkeHOCTi  mponecopa  craHoBUTh  20-30%.
3ByUuaiHO HOpMa MOXe JIeIll0 BapiloBaTCs 3aJIeXKHO Bif
OC, sBcranosneroro II3 i BupoOHWUMX 3aBHaHb
opraniszamii. MakcuMaJbHO — MOXJIMBUW  BiJCOTOK
sapanTaxerocti CPU B=100%. [orisibHO 3arajbHUIL
inTepBan posburnu Ha 4 inTepsanu [0;20], [20;50], [50;75],
[50;100].

Hani mrs J13 CPU TabGa 5
3uxauenHns J13 Tuepsai
Nel Ne2 Ne3 No4
[Hrisbka 9 6 0 0
Cepennsi 3 8 1 0
Bucoka 0 1 5 8

3a  pmomomoroio  Bupasy (1)  Bu3HaUMMO
ki =[121568|, me Kmax 15, i BigmosimHo HO (2)
obumcIMo:

1,25 6 O 0
=/l 375 8 25 O
0 1 12,5 15
O6uncvo PIT 3a popmyroro (3):

1 053 0 0
le| =]l 0.47 1 031 0.
0 0,07 083 1

ij

Hij

3
s U,uij BIZIIIOBITHO 3HAXOAMMO  OI[HOYHI
i=1

BifHOITIeHHS _LSJII[Bi/B:{O,Z; 0,5; 0,75; 1}, orpmmyemo
HacTyIIHi He‘{i”[l‘;(i qpycsia:

H={1/0,2; 0,53/0,5; 0/0,75; 0/1},

C:{0,47/0,2; 1/0,5; 0,31/0,75; 0/1},

B={0/0,2; 0,07/0,5; 0,83/0,75; 1/1}.

I'pacdpix  PIT  Tepmis JI3  IIpomecoprui
4ac/3aBaHTaXXeHICTh IIpollecopa IIOKa3aHMM Ha puc. 5.

KinpxicTs BuKkoHyBaHuX (parwtis/mporiecis, NEF.
Taxox BXogWTb B rpyIly HEUiTKMX HapaMeTpisB. PakT Ain
3JIOBMMCHMKA IIO LbOMY IIapaMeTpy BU3HAYa€ThCs
BiAXxwiIeHHAM Bif, HopMmu. Llent mapamerp BKIIOuYae B
cebe smmrie TIporiecy Ta dhavI KOPUCTYBaya, a CHCTeMHi
- He BpaxoByIOTbcd. Tak B KOXHI opraisamii
BIAMOBIMHO M0 NOMITHMKM Oesmekr Ta II0CafloBUX
O0OB'SI3KiB  KOXEH JIeTiITMMHWMI KOPWMCTyBad MOXe
BUKOPUCTOBYBaTU TeBHi arii B TMEeBHUV MOMEHT,
NpUYOMy OfHOYacHe BMKOPWICTaHHS ofpas3y OaraTbox
darwtiB um mporeciB IPaKTUYHO BUKITIOUAEThCS. e mae
3MOTY BVSBUTHM $IK 30BHIIIHBOIO, TaK i BHYTpPilIHBOTO
MHOPYIIHMKA, ajle 3 IIeBHOK VIMOBipHICTIO.

Omninnmo JI3 "KinbkicTe BUKOHYBaHMX (paivIis'.
BusHaunMo 3HauUeHHS JIHTBICTMYHOI 3MIiHHOT {X1, X2, X3},
0 BiATIOBimalOTh {dyXe MaJla, Majla, HOpMajbHa,
BeJIMKa, ayXe Bervka}. TobTo

s
Tyer = _UIT‘NEF = { Ay>Ke Mana, Majla,HopMalibHa,
iz

BCJIMKa, NY>KE BCIINMKa }

HopmaibHnit 1OKa3HUK KiJIKOCTi BUKOHYBaHVIX
damii, f#K BXe 3a3HadasIocs, [yXKe 3aJleXKHUM Bifl
rajysi, B sKivt mparoe niepHa IC, Ta Bif, Habopy mpaBmII
TIOJTITHKY Oe3TeKu i TocamoByX iHCTPYKITivt opraHi3allil.
B ocHOoBHOMY Ile 3HayeHHsI KOJIMBaeTkcd Bim 7 1o 10
npouecis.  BpaxoByroum  TakoX 1 TexHOJIOridHi
obmexennss IC i TunooBi NoMiTUKM Oesneku id
IOCJIIKEeHHST Bi3bMeMO MaKcuMalibHe 3HaueHHs1 B 20
npoleciB KopucTyBadiB. [{OIIEHO 3arajlbHUV iHTepBal
posoutn Ha 4 imtepsarmn [0;4], [4;8], [812], [12/16],
[16;20].
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Puic. 5. JlinreicTruHi eTayionn HeuiTkmx umces miss CPU

O0'eM 3aBaHTaXXeHOI OIlepaTMBHOI ITaM'sTi, Muse.
AHasIoTiuHUI 3a CYTTIO 10 IIOIIepPeIHBOro i TakoX €
HeuitkuM. PII 1 gaHoro mapamMerpa € IPaKTUIHO
inerTmanoro 3 JI3 "IlponecopHuit yac/3aBaHTaXXeHICTh
npoiiecopa’.

Hani mrs J13 NEF TaGis 6
3HaueHHs IaTepsan
113 Nel | Ne2 | Ne3 | Ned | Nob
Ty>xe Masia 8 5 1 0 0
Masia 4 7 2 0 0
HopMmaibHa 1 4 9 3 1
Beka 0 0 4 8 2
Tyxe Besimka| 0 0 1 5 8
3a  pmomomoroio  Bupasy (1)  BU3HaAUMMO

k;=[13 16 17 16 11

(2) obumcMO:

, e kmax = 17, i BimmosigHO 10

10,46 531 1 0 0
523 744 2 0 0
les[=[ 131 425 9 319 155
0 0 4 85 3,09
0 0 1 531 12,36

O6uncivo PIT 3a popmyroro (3):

1 051 01 0 0
0,7 1 027 0 0

[ =lo.15 047 1 035 017].
0 0 047 1 036
0 0 008 043 1




5
s inj BIZITIOBITHO 3HAXOOVMMO OI[HOYHI
i=1

5
BifHOIIEHHSI UJB,/B={02; 0.4; 0,6 0,8; 1} i
i=1

OTPMMYEMO HaCTYyIIHi HEeUiTKi umciia:
Z[M:{I/O,2; 0,51/0,4; 0,1/0,6; 0/0,8; 0/1},
M={0,7/0,2; 1/0,4; 0,27/0,6; 0/0,8; 0/1},
H:{0,15/0,2; 0,47/0,4; 1/0,6; 0,35/0,8; 0,17/1},
B={0/0,2; 0/0,4; 0,47/0,6; 1/0,8; 0,36/1},
Z[B={0/0,2; 0,0/0,4; 0,08/0,6; 0,43/0,8; 1/1}.

I'padix @IT tepmis JI3 KistbkicTh BUKOHYBaHMX
darutis/ mporleciB IToKa3aHMU Ha puc. 6.
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Puc. 6. JTinrBicTruHi eTasionn HeuiTKux uvicest ay1st NEF

Kinpkicte 300iB Ta momwiok, NEr. Tanwin
mapaMeTp € HedJiTKUM, OCKUIbKM 3001 Ta TIOMVJIKM
MOXYTb  BimOyBaTwmcss — mmim  dWac  pobotm K
aBTOPU30BaHOI'O KOpHUCTyBayda Tak i mopymHuka. ITporte
TPV 9acTOMY IIOBTOpeHi 3001B UM TIOMWIOK MOXXHa
3poOuUTM BUCHOBOK 3 IIEBHOIO JIOJIEI0 iMOBIpHOCTI IIO
cucTeMa aTakoOBaHa. B 1o Irpymy BXOOuUTb IIMPOKMIA
CTIeKTp TIOiM Bifl TTOMIJIOK IIPYM aBTOpWM3allii 1o 300iB
IIpV BUKOHAHHI IeBHMX IIpolleciB abo darwtis. Ilpu
aKTMBHINT pobOOTi TOPYITHMKA, He3aJe)XHO Bif 71I0TO
KJTacy Ta KaTeropii, YacToTa IOsIBY HecIIpaBHOCTew Oyme
perrro  Buoro. CJrify TakKoX BiAMITWTM, IO IIJIKOM
MOXJIVBO TIpW imeHTuMdikarii mopymHMKa-poOoTa I
yvacroTa Oyme ITie BUIIIOIO.

OrminmMmo JI3 "KiipkicTe 300iB Ta HOMMIOK".
BusHaumMo 3HauY€HHS JIHTBICTUYHOI 3MIHHOT {X1, X2, X3},
110 BiATIOBIAAIOTH {HM3bKa, CePelHs, BUICOKa}.

3
Tobro Ty, = HT‘NEr = {Hu3bKa, cepetns, BUCOKa) .

®ynxuionaibHicTe IC BBaXKaeThCs HOpMaJIbHOIO,
AKIo B 1i poboTi BifACyTHI MOMWIKM Ta 3001 B3arasi.
TIpore nosBa HeBeMKOI KIJTBKOCTI 3001B BCe K MOXKIINIBA,
B OCHOBHOMY Uepe3 HeJOCTaTHIO Kaaslidikallito
KOpHMCTyBaya, VIOTO XaJaTHICTh abo 3acToCyBaHHS
HesIKiCHOTO arapaTHOro / MpOorpaMHOro 3abe3redeHHs.
OdpirriviHol cTaTMCTUKY 3 TAHOTO IIMTaHHSA HeMae, TOMY
CKJIaJHO BW3HAYMUTU HOPMaJbHY BeJIMYMHY LbOIO
napamerpy. B pamMkax [OociikeHHS BCTaHOBMMO
MaKCMMaJTbHY KiJTbKiCTh TTOMMIIOK Ta 30018 3a 100y B=10.
JomiIpHO 3aTaJIbHNU iHTepBasl po3ouTy Ha 4 iHTepBau
[0:1], [1;4], [4:8], [8;10].

Hani myrst J13 NEr Tabss 7
3nauvennsg J13 Tarepsa
Nel No2 Ne3 Ne4
[Hrspka 5 1 0 0
Cepennsi 0 4 3 0
Bucoka 0 0 1 6
3a  pmomomoroio  Bupasy (1)  BU3HaUMMO
ki=[5546], me kmx = 6, i BigmosimHO 10 (2)
o0umCIMMO:
6 1,2 0 0
e;|=[l 0 48 4.5 of.
0 0 L5 6
O6uncvo PIT 3a popmyroro (3):
1 02 0 0
|| =0 1 0,94 of.
0 0 0,25 1

3
s U,uij BIZIIIOBITHO  3HAXOAMMO  OI[HOYHI
i=1l

BiTHOITIEHHS QI[Bi/B:{O,l; 0,4; 0,8; 1}, OTPUMYEMO
HacTyIIHi He‘{iT;i qpcsia:

H:{I/O,l; 0,2/0,4; 0/0,8; 0/1},

C={0/0,1; 1/0,4; 0,94/0,8; 0/1},

B={0/0,1; 0/0,4; 0,25/0,8; 1/1}.

I'pacpixk PIT Tepmis JI3 Kinpkicts 3001B Ta
THOMWIOK ITOKa3aHWII Ha puc. 7.
1,2
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Puc. 7. JTlinrBicTruHi eTayioHn HeuiTKux uvcest a1t NEr

Yac Bukonanus mnporecy/darvry, RTPr/F.
Hocmimxyroun  cratuctnky — poborm  IC  pisHmx
OiIIPpUEMCTB Ta OpraHiszaliy JIerko IMOMITUTH, IO
3aJIeXXHO Bif crerdikm pobOTM dac, 3aTpadeHMI Ha
BUKOHaHH:A IIeBHOI omepallii € HpVI6HV13Ho OTHAKOBUIT
mst ogaOTHITHMX IC Ta ix 3amad. B honeypot-crcremax B
OCHOBHOMY BWKOHYIOTBCSI CVICTEMHI ITporiecu, ToOTo Ti,
0 THOTPUMYIOTH poboTy camoro honeypot’a, abo
npouecy agMiHicTpaTopa, LIO 3aIlyCKalOThCs B II€BHUIL
yac Ha peakuit nepiog. Taxum umHOM TIpU
imemTMiKalil TakKmx IpoIleciB MOXHaA 3podOuUTH
BVCHOBOK IIPO aTaKy cucTeMy IOopymHUKOM. OcKiIbKY,
TaKMM CTaH pedert MOXe OyTu COpVYMHEHWUN
XaJIaTHICTIO HpariBHIKa, TO BVICHOBOK €
HeOJHO3HAaUHW 1 BIiONIOBiAHO mHapaMeTp HOCUTH
HeUiTKWUI XapaKTep.

Orirmvo JI3 "YJac sukoHaHHS mporiecy/darot’.
BusHaumMMo 3HaYeHHS JIHIBICTMYHOI 3MIiHHOI {X1, X2, X3,




X4, X5 }, IIO BIANIOBIMAIOTH {myXke Mamwm, Maimii,
CeperTHirt, BEJIVIKWNTA, IyxKe BEJIVIKVVA}. Tobto

5
Trrpor = _U]T’RTWF :{ JyKe MaJIuii, MaJTui, CepeaHii,
iz

BEJIMKUH, qy>Xe BEIMKUHU }

Jleritumumin kopucrysau y IC B mpoleci BUKOHaHHS
CBOIX ITOCAIIOBVX OOOB'SI3KIB IIAIIfO€ 3 IIEBHUM (parvuIoM
4y IpollecoM B IIpolleci IleBHOro dacy. Tak
CepeHbOCTATUCTUYHMI IIpalliBHMK IIpallloe€ 3 OFHWUM
daruioMm um mporiecoM nepion yacy Bifg 30 xBwivH 110 3
ToauH. JSIKIIO Ier MOKa3sHMK 3HAYHO MEHIIUI Yn
OUIBIIMIL, TO Ile MOXe CBiIuMTM TIpO TIIO3pimy
aKTMBHICTb. [JIOIIUTPHO  BCTAHOBUTKM  MaKCUMaJIbHE
3HaueHHs [OaHoi 3MiHHOI B=24 roaomHM 3arajJbHUNI
inTepBan posburn Ha 5 inrepsaym [0 ¢; 1 xB], [1 xB; 30
x8], [30 xB; 3 rom], [3 rom; 6 rox], [6 Tom; 24 ros).

Hawi myra J13 RTPr/F TaGyisa 8
Suavenns J13 Turepsai
Nel No2 Ne3 N4 Neb

[ Ty>xe Mamit 9 4 1 0 0
Masmvnt 5 7 2 0 0
Cepennin 0 3 8 3 0
Beymmikvi 0 0 3 9 6
fyxe 0 0 1 4 9
BEJTVIKVIT

3a  [IOIIOMOIOIO
k=14 14 15 16 15

(2) obumcIMO:

Bupasy (1)  Bu3HauMMO
, 1€ Kmax = 16, 1 BimmoBimHO 10

10,29 4,57 1,07 0 0
571 8 213 0 0
les[=] o 343 853 3 0
0 0 32 9 64
0 0 107 4 96
O6uncvo PIT 3a popmyroro (3):
1 044 01 0 0
071 1 027 0 0
l]=] 0 04 1 035 o0

0 0 036 1 0,71
0 0 o011 042 1

5
st U,uij BIJIITOBIJTHO 3HAXOIMMO OIIIHOYHI
i=1

BiTHOIIIEHHS gﬂBi/B = {6,94~10’4; 0,02; 0,125; 0,25; 1} i
OTPUMYEMO HaACTYIIHI HEUiTKi umcria:

IM ={ 1/6,94-10*; 0,44/0,02; 0,1/0,125; 0/0,25; 0/1 },
M={ 0,71/6,94-10"*; 1/0,02; 0,27/0,125; 0/0,25; 0/1 },
C={ 0/6,94-10"; 0,4/0,02; 1/0,125; 0,35/0,25; 0/1 },
B={ 0/6,94-10* 0/0,02; 0,36/0,125; 1/0,25; 0,71/1 },
IB={ 0/6,94-10"*; 0/0,02; 0,11/0,125; 0,42/0,25; 1/1 }.

I'papix DIT Tepmis JI3 Yac BuUKOHaHHSI
nporiecy/ darly okazaHuv Ha puc. 8.

0,0002441 0,0019531 0,015625 0,125 1
ABB

Puc. 8. JTiurBicTmuHi etayonn HewiTkmx uwvcest mist RTPr/F
BucHOBKM

Takum wmHOM, y pobOTi 3 BUKOPMCTaHHIM
MIJITC 6y BBemeni JI3 Ta moOymoBaHi MofiesTi eTaIoHiB
napametpiB Tlog, Nlog, TSlog, I, CPU, Muse, NEF, NEr,
RTP1/F. Taxox mra kox#oi J13 6y pozpaxosani DI ta
nobynosani rpadikm ix Tepmis. CdopMoBaHi eTayoHM
HeoOXimHI M1 popMyBaHHS JIOTIYHWX ITpaBWII, ITO
03BONIAIOTh  3abesmeunTyt  pyHkmiomysamms  CBIL
Orpumani  pesynbraTyi  y  HOpaIbIIoOMy — OyayTs
BUKOpucTani g 1mobymosu IDS cucremn na 0Gasi
TexHosorii honeypot.
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T'usyn AWM., Boaauckasa B.B.,, T'namiok B.A. Modeau 3marono8 auneBucmuueckux nepeMeHHulx O0Af ClucmeM
00HapYHeHUA U UOeHMUPUKAYUY HAPYUIUIeA UHPOPMAYUOHHOT De30nacHOCU

Annomayusa. Vsyuenue paxma napyuienus ungopmMayonHoi 6e3onacHocmu u AUMHOCHIU HApYyuwiumens umeem 004buLoe
Hayumoe u npakmuyeckoe 3uadenue. C amux no3uyut, Gopmarusayus napamenpos, Komopsie Mo2ym 0bimb UCN0Ab306aHb
044 udenmugpukayuu Hapyuiumenen, Abasemcs akmyaibHou HayuHoil 3adaueil. Yemxoe onpedeserue noAHO20 MHOXecHBa
napamenpo8 nosBorum nobvicums 3ghpexmubrocms npebenmubruix Mep u cucmem 3auyumol. B pabome npedsoxena modess
IMAAOHOB  AUHeBUCTIUYECKUX TePeMEHHbLX, OpUEHMUPOBAHHAA HA MNOCMPOEHUEe CUCIEMbl OOHAPYKeHUA HAPYUUIEAS
(6mopsxenue). Ilis obHapykeHUs HAPYWIUIMEAS UCNOAbIYemcs pAO xocmobuix u cemebvix napamenpob, 00AbiunHcmbo us
KOMOpbIX uMetom Hewemxyio npupody. Ha ocnoBe npobedentoeo skcnepumenma nocmpoeHs. Modeiu SMAAOHOB 3Mux
napamempo8 ¢ ucnosvsobanuem Heuwemkux uuced. IlosyuenHvle pesysvmamv. moeym 0vimb 0a3UCOM 047 NOCHIPOEHUA
ctcmembl 00HApYKeHUs BmopikeHuil Ha ocHoBe mexHosoeuu honeypot.

KatoueBoie croba: napywiumens ungopMayuonHHou 0e30nacHoC, Cucmema O0DHAPYKeHUA HApYuiumes, napamenipol,
udeHmugpukayus, Aunebucmuueckue nepeMenHbvle, Heuemiasn A02uka, IMal0Hb! Napamempos.

Gizun A.L, Volyanska V.V., Gnatyuk V.O. Etalon models of linguistic variables for information security intruders’
detection and identification

Abstract. Study of information security breach and intruder identity has a great scientific and practical importance. From this
viewpoint parameters formalization for intrude identification is an actual research problem. Clearly definition of complete set
parameters can give a possibility to increase preventive measures and security systems efficiency. In the paper etalon model of
linguistic variables was proposed and oriented on IDS system construction. For intruder detection the set of host and network
parameters are used. Most of them have a fuzzy nature. The etalon models were build using fuzzy numbers on basis of
experiment. Given results can be the basis for IDS system based on honeypot-technology development.

Key words: information security intruder, intruder detection system, parameters, identification, linguistic variables, fuzzy
logic, etalon parameters.
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